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Background

 FY19 cleared industry submitted 6,121 reports that the Defense
Counterintelligence and Security Agency (DCSA) assessed as likely an
attempt to obtain unauthorized access to classified or sensitive
information and technology

» These suspicious contact reports (SCR) from cleared industry represent ar
incident of a likely foreign entity attempting to illicitly obtain access to
Information or technology at a facility

» This presentation is not a holistic assessment of foreign intelligence targeting of cleared
industry; DCSA cannot assess the volume foreign collection attempts that go
unidentified or unreported

« Counterintelligence awareness and training sources:
« DCSAttps://www.dcsa.mil; and
» The Center for Development of Security Excellence (QDSE)www.cdse.edu.
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Executive Summary

Origins of Foreign Targeting of U.S. Technologies FY19
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Executive Summary

Vs e ERRE kRS, o The number of cleared industry reports that
DCSA assessed to be suspicious contacts

Aeronautic Systems 11% increased by 2% from FY18

SR % i | |
SCHORICS . FY19 was the first year Manufacturing Equipme

SEE LSS EIVE S @ Manufacturing Processes was in the top five

Command, Control, 5% most targeted technology categories

Communication, & : h |
Computers (C4) e Aeronautic Systems was the most common Yy

sought technology category:

 Unmanned aerial vehicle (UAV) & Drones (counter
drone/antidrone), fixed and rotary wing aircraft, and

Manufacturing Equipment &
Mfg Processes

Software flight simulator software are commonly targeted sub
technologies

Marine Systems A ~ . A o~ . .
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Radars involve a specified targeted technology

Ground Systems
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Executive Summary

Top Five Methods of Contact FY19

Top Five Methods of Operation FY 1€

Emailm———— 25% Exploitation of Business ActiVilfm———3 22%

Foreign VisiEm—) 19%

RésuméAcademid—==) 14%
Conferences, Convention

Résumé Submissigr=——== 19%
RFI/Solicitatiorp=———===3 19%

& Trade Show: 9% Exploitation of Cyber Operatioffs==) 11%
i Attempted Acquisition of
CypacperonI 7% Y S o 10w y
« Emall remained the most common  The top five most common methods
method of contact (MC) in FY19 of operation (MO) accounted for
« Including incidents of phishing operations 81% of incidents
(an attempt to send malicious code via an o _ .
email) cleared industry received nearly * Exploitation of business activity
30% reported incidents via email increasedy 126% oveFY18
e Incidents Occurring durirfgreign . Seel_<ing to leverage existi_ng commercia
visits increased significantly over relationships for unauthorized access tc

classified U.S. technology/information

FY18
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Targeting by Geographic Region LTS

East Asia & the Pacific —

Top 10 Targeted Technologie Top 5 Method of Operation Top 5 Method of Contact

Electronics 10% RFI/Solicitation 22% Email 32%
Aeronautic Systems 10% Résumé Submission 21% Résumé Academic 19%
Armament & Survivability 4% Exploitation of Business Activity 21% Foreign Visit 18%
C4 4% Exploitation of Experts 13% Conferences, Conventions, & 11%
Mfg Equip. & Mfg Processes 3% Attempted Acquisitionf 9% Trade Shows
Agriculture 30 Technology Social Network Services 5%
Software 3% I I
Marine Systems 3% Most Common MG MCCombinations
Radars 2% Résumé Submission + Résuméademic 15%
Optics 2% RFI/Solicitation + Email 15%

« East Asia and the Pacific collectors remained the most active in FY19, accounting for 40% of rej
from cleared industry

» Volume of incidents related to this region remained consistent with FY18

» Electronics anderonauticsystems remained most targeted technology categoriethferregion in
FY19, although manufacturing equipment/processes increased significantly

» 20% of reported exploitation of cyber operations incidents originate from this region
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East Asia & the Pacific - Case Study

Chinese Intelligence Officers and Their Recruited Hackers and Insiders
Conspired to Steal Sensitive Commercial Aviation and Technological Data

Chinesentelligence officers and those working under tliiection conductedr otherwise
SYlFot SR NBLISFUSR AYyuNdHzaAzZzya Ayuz LINANGFOGS
and abroad for over fivgears

Targeted intellectugdroperty and confidential businesdormation relatedo a turbofan
engine being developed by a partnership between a French aerospace company and a U.S.
based company

The charged intelligence officers andoomspirators worked for théiangsu Province Ministry
of State SecuritfdSSD), an armtbie Ministry of State SecurifiSS)

JSSD allegedly-opted Chinese workers employed at french aergspao@ 2YLJ} yeQa
{dzl K2dz 2FFAOS u2z2 2R YIt gl NB 2y 02 uUKS O:

JSSD sponsored hackers targeted the U.S. company involved in developing the engine and
companies providing parts ftre engine

Atthe time of the intrusions a Chinese stat@ned was working to build a comparable engine

TakeawayT his is likely an example of the MSS conducting criminal activities to facilitate stepling
AYGaSttSOGdzrf LINPLISNIE&e FT2NJ/ KAYlFQa O2YYSN

OA |

https://www.justice.gov/opa/pr/chinesimtelligenceofficersandtheir-recruitedhackersandinsidersconspireesteal COUNTERINTELLIGENCE
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Targeting by Geographic Region L TTS
Near East
Aeronautic Systems 8% Résumé Submission 33% Résumé Academic 23%
Electronics 8% Exploitation of Business Activity 22% Email 20%
Armament & Survivability 8% RFI/Solicitation 15% Foreign Visit 18%
C4 4% Attempted Acquisitionf 12% Résumé Professional 10%
Radars 4% Technology Conferences, Conventions, & 9%
Software 4% Exploitation of Experts 7% Trade Shows
GroundSystems 3% I !
Mfg Equip. & Mfg Processes 3% Most Common MG MCCombinations
Optics 3% Résumé Submission + Résuméademic 21%
Energy Systems 2% Exploitation of Business Activityroreign Visit 15%

» DCSA identified entities from the Near East in 14% of cleared industry reporting in FY19
» Reporting associated to entities from the Near East increased by 28% in FY19

» Majority of reported incidents involved leveraging personal accedsadcedpersonnel, via post
doctoral degrees, defense conferences, foreign visits

» Entities affiliated witliegionrequested nearly every categoryIBiTL.with emphasis omeronautic
gystems electronics andarmament & survivability
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Near East - Case Study

Export Company Executive Pleads Guilty to Violating U.S. Sanctiondragainst

* An executive at an export compgngaded guiltyo conspiring to unlawfully export gas
turbine parts from the United States li@n

» Executive was President and Managing Direxftan export company with an offigethe
United Arab Emirates ansla supplieof spare and replacement turbine parts for power
generation companies in the Middle East, includiiag

» The executivevorked with companies in Canada and Germany to violate and evade U.S.
sanctions againgtan

» Executive had Canadian and German companies order parts from distributers in Florida and
New York

» After the parts arrived in Canada and Germany, the executive worked with the companies to
have the parts shipped to Iran

Takeaway\When purchasing sensitive technology, lllicit actors often hide eventual end usef and
end use of by identifying countries with favorable trade status as the destination. Often foreign
entities will use brokers in the United States or other countries to disguise the actual end yser o
the requested technologies.

DEFENSE
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Targeting by Geographic Region

Europe & Eurasia

Top 10 Targeted Technologie Top 5 Method of Operation Top 5 Method of Contact

Aeronautic Systems 13% Exploitation of Business Activity 30% ForeigrVisit 24%
Armament & Survivability 7% RFI/Solicitation 21% Email 24%
Electronics 6% Attempted Acquisitionf 13% Conferences, Conventions, & 12%
Ca 5% Technology Trade Shows
Mfg Equip. & Mfg Processes 5% Exploitation of Cyber Operations 11% Cyber Operations 8%
Marine Systems 4% Exploitation of Experts 9% Web Form Submission 8%
|
Ground Systems 4% |
Software 3% Most Common MG MCCombinations
Space Systems 3% Exploitation of Business Activityroreign Visit 19%
Optics 2% RFI/Solicitation Email 10%

« DCSA identified entities from the Europe & Eurasia region in 14% of cleared industry reporting i
FY19

* Reporting associated to entities from Europe & Eurasia increased by 15% in FY19

» Leveraging commercial relationships and access to experts via foreign visits increased significat
over FY18

» Aeronauticsystems remained most targeted technology from this region, increasing 57% from F
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Targeting by Geographic Region G
South & Central Asia
Aeronautic Systems 15% Exploitation of Business Activity 27% Foreign Visit 26%
Electronics 11% Résumé Submission 27% Email 26%
C4 % RFI/Solicitation 19% Résumé Academic 14%
Armament & Survivability 5% Attempted Acquisitionf 16% Résumé Professional 14%
Radars 3% Technology Web Form Submission 10%
Software 3% Exploitation of Experts 6%
Mfg Equip. & Mfg Processes 3% I I
EnergySystems 2% Most Common MG MCCombinations
Optics 2% Exploitation of Business ActivityForeign Visit 23%
Marine Systems 2% Résumé SubmissionRésumé Professional 13%

« DCSA identified entities from South & Central Asia region in 11% of cleared industry reporting ir
FY19

» Reporting associated to entities from South & Central Asia increadéf ioy-Y19

 Incidents occurring during foreign visitexploitation of business activities and experitscreased
significantly over FY18

* Regional South &entral Asia reporting was primarily associated agtionauticsystemstechnology
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Targeting by Geographic Region
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Western Hemisphere

 DCSA identified entities from the Western Hemisphere region |

Top 5 Targeted Technologies

Aeronautic Systems
Electronics
Armament & Survivability
C4
Mfg Equip. & Mfg Processes

13%
5%
5%
4%
4%

10% of cleared industry reporting in FY19

Reporting of entities from Western Hemisphere targeting
technology increased 36% from FY18

In FY19, regional Western Hemisphere reporting was primarily
associated witlaeronauticsystemstechnology

Collectors from this region used exploitation of busimesisity
and RFIl/Solicitation as the most common MOs

Top 5 Targeted Technologies

Armament & Survivability
Aeronautic Systems
Biological
C4

Electronics / Space Systems

14%
8%
5%
5%
4%

« DCSA identified entities from the Africa region in a little over 1¢

of cleared industry reporting in FY19

Reporting of entities from Africa targeting technology decrease
by 13% over FY18

Most often targeted armament and survivability technologies

Exploitationof businessactivity was the most common MO used
by collectors from this region

Foreign Visit was the MC applied in 25% of the incidents from

this region DEFENSE
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Questions

Questions?
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